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Abstract 

Today, online financial transactions via mobile phone become one of the most convenient 

channels in human lifestyle. However, one thing that comes up with it is the attacks on the 

banking system to steal our money in various ways. This research focuses on the design and 

development a new methodology for authenticating user in an online banking transaction via a 

mobile phone in order to enhance more security and to ease user for making a financial 

transaction. Multiple-Factor Authentication ("MFA") is a way for users to identify themselves to 

a service provider using at least two authentication methods. Traditionally, MFA can be done by 

authenticating 2 separated factors in cascade process manner. So we designed a combination of 

two-factor authentication such as OTP/Picture password or OTP/fingerprint by using fuzzy vault.  

 

The experimental results show that the security of the login system which is applied with the 

proposed method using Fuzzy Vault is more secure than the security of the OTP system and 

suitable for position-based digital signature. It provides more easier registration, simple sign 

process and acceptable transaction verification. 
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1. Background 

Technology plays a role in all aspects of our life including Banking & Financial Services. Mobile 

banking is one of the innovations that make life to be more comfortable. We do not have to 

queue for cash at ATMs or to go to bank office for doing a finance business. These are absolutely 

possible through mobile banking application at the touch on a smartphone.  Table 1 shows the 

user of mobile banking in Thailand. The number of mobile banking in Q2 2018 increased by 

33% and the increase in the number is causing many banks to invest in the development online 

services including effective internal control and security systems to provide customers with 

confidence in online banking transactions such as the authentication process. However, the 

convenience and speed adopted from mobile banking may be offset by the risk of data theft or 

stealing money from an online account. 
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Table 1: Description of the samples   

 Q3/2017 Q4/2017 Q1/2018 Q2/2018 

Number of Customer 28,442,453 31,634,571 34,503,696 37,973,421 

Number of transaction (Thousand) 333,741 426,436 482,632 575,376 

Transaction Value (Billion Baht) 2,368 2,874 3,203 3,641 

Ref: Bank of Thailand 

 

Therefore, the purpose of this research is to make the process of an Internet and mobile banking 

systems to be more secure and reliable. Moreover, reducing the risk of customer data leakage or 

identity theft is also obtained. 

 

Two-Factor Authentications (TFA) 

TFA [1] or Two-Factor Authentication is a process for verifying identity using two factors as 

shown in Figure 1. It refers to 3 types of authentication 

1) Something You Know, such as User ID and Password. 

2) Something You Have, such as cards, approvals, etc., and 

3) Something You Are Like, Finger, etc. 

 

TFA is kind of traditional authentication used in many banking applications. The process is 

separated into 2 steps. Factors used in each step for authentication are also processed separately. 

Users have to verify theirs factors both steps. However, it can be noted that the factors of both 

steps are independent to each other. The examples of TFA can be found from [2], [3] and [4]. 

These examples followed to the TFA proposals but they have weaknesses such as device type 

unsuitable, hard to use, etc. Apache Milagro [5] [6] proposed Multi-Factor Authentication which 

provides a drop-in replacement for password-based authentication that is applicable to an online 

service. Multi-Factor Authentication (MFA) is a way for users to identify themselves to bank 

services using at least two authentication methods. 

 

 

 

 

      

 

 

 

 

Figure 1: A traditional two-factor authentication 
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OTP [7] or one-time passwords is one way to solve a password problem. The idea is that the 

password that is used to login changes all the time. Users have to provide a validated 

communication channel such as email or SMS over mobile phone system. Therefore, each time 

of making an important transaction, OTP will be generated by bank and sent to the user via the 

validated channel in order to authenticate.  

 

2. Proposed Method 

So, this work offers a conceptual design process. Use a picture password or fingerprint to encrypt 

the secret in the customer verification process. Design concept for the enrolling process using 

picture password/fingerprint to open an account and process encryption/decryption by using a 

key that is registered with the user's bank in the first step. 

 

Process Open New Account 

 

Figure 2: Enroll process for open an account 

 

Concepts for designing an account opening process the system is divided into 2 parts as shown in 

Figure 2.  

1) Account opening (Non-Face to Face) to control the process of opening an account user will 

select the picture to make the account key.  

2) Account opening (Face to Face) For this part, the branch will store the minutiae on your 

fingerprints and create a relationship with your account. 

 

The above process designs. It is a division of the system for management clarity. In addition, 

there is an important part of the design for the integrity of the system is the use of registered keys 
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to take advantage. To make the system reliable is acceptable. Figure 3 shows that although the 

bank has an OTP process to confirm the transaction. It can be attacked by MITM. In this paper, 

we will find out how to encrypt the OTP before it is sent. Umut Uludag, Sharath Pankanti and 

Anil K. Jain [8] implement Fuzzy Vault scheme has been seen an application in biometric 

encryption.  

 

Old Process 

 

Figure 2: attacks OTP 

 

New Process  

 

Figure 3: Concepts how to prevent. 

 

The process presented in this study encodes OTP using picture security/ fingerprint, in Figure 4, 

that user has verified with the bank since the opening of the account. So, even the victim will be 
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intercepted. However, the hacker cannot view the data. Or even trying to attack Vault, OTP will 

expire, cannot use anything. 

 

Extract Features Image 

Corner detection algorithm [9][10] is an algorithm that helps to identify the corners in an image. 

Harris corner detector to accurately mark the position of the corner point takes a different corner 

of a score into the account with reference to the directional corner detection algorithm is the 

algorithm. Help to identify corners in the image. 

  

  

(a) (b) 

Figure 4: Original Picture Password (a) Feature image (b) 

 

Extract Features Fingerprint 

The features of fingerprints which are ridge endings and ridge bifurcations. Minutiae and pattern 

are very important minutia in fingerprint analysis since no two fingers show the same. The 

design of a fuzzy vault using minutiae-based. We follow the approach proposed Rabia Bakhteri 

and Mohamed Khalil Hani [11]. 
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(a) (b) 

Figure 5: Original Fingerprint (a) Query Minutiae (b) 

 

Fuzzy Vault 

The fuzzy vault has been proposed by Juels and Sudan [12] in theoretical security analysis for 

the general fuzzy vault scheme by giving an estimate for the number of candidate polynomials 

that would fit with a given vault. The security of fuzzy vault scheme is based on the infeasibility 

of the polynomial reconstruction problem. These schemes deploy a variant of Reed-Solomon 

decoding and also hides the private user data among a large number of random chaff points. 

There are two operations in the fuzzy vault (Encoding and Decoding). 

 

Encoding 

A fuzzy encrypted process that creates a secure vault fuzzy template. This secret code (OTP Key) 

is hidden using biometric data/picture feature (Set A). The overall algorithm of fuzzy vault 

encoding is described below. 
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Decoding  

The decoding process for the Fuzzy Vault, as provided below, the minutiae coordinates are 

extracted from the query information in the bank. 

 

 

 

3. Results 

The results presented that the fuzzy vault is secure in the sense that it does not leak information 

about minutiae since it uses one-way hash and fuzzy vault scheme stores only a transformed 

version of the template, which makes it applicable to various modalities such as fingerprint, 

feature image. From tables 2 and 3, it can be seen that the time taken to find the minutiae is 4.92 

seconds, which takes more time to find the feature image that takes 0.74 seconds. However, the 

computation time of the proposed system is too long. From both tables, the time taken to 

generate vault approximately 26 seconds. 

 

Table 2: Fingerprint process / Vault / Decryption Time 

 

 

Table 3: Image process / Vault / Decryption Time 

 

 

Conclusion In this paper, we have design and implementation banking authentication process 

using fuzzy vault it changed the process from the original. The two factors authentication (TFA) 

No. of Finger finding minutiae vault

80 4.916365 seconds. 26.81376 seconds. 0.404869 seconds.

Encryption
Decryption

No. of  Pic. Feature picture vault

100 0.741486 seconds. 26.97481 seconds. 0.384185 seconds.

Encryption
Decryption
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factors used in each step for authentication are also processed separately to new process 

encrypted the factor (OTP) using fingerprint/picture password fuzzy vault, the experimental 

results show it helps to ensure that financial transactions occur. It's a real customer, but there is a 

risk if the customer makes more than one transaction and hackers have all transactional 

information. He can find the original point by comparing points from all received vaults. For 

future work we will add another process, especially in authentication stage and model calculation 

in chaff point generator. 
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